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1.

Introduction to s/apd and slurpd

This document describes how to build, configure, and run the stand-alone LDAP
daemon (dapd) and the stand-alone LDAP update replication daemon (slurpd). It is
intended for newcomers and experienced administrators alike. This section provides
abasic introduction to directory service, and the directory service provided by dapd
in particular.

1.1 What is a directory service?

A directory islike a database, but tends to contain more descriptive, attribute-based
information. The information in adirectory is generaly read much more often than
it iswritten. As a consequence, directories don't usually implement the complicated
transaction or roll-back schemes regular databases use for doing high-volume
complex updates. Directory updates are typicaly simple al-or-nothing changes, if
they are alowed at all. Directories are tuned to give quick-response to high-volume
lookup or search operations. They may have the ability to replicate information
widely in order to increase availability and reliability, while reducing response time.
When directory information is replicated, temporary inconsistencies between the
replicas may be OK, aslong asthey get in sync eventually.

There are many different ways to provide a directory service. Different methods
alow different kinds of information to be stored in the directory, place different
requirements on how that information can be referenced, queried and updated, how
it is protected from unauthorized access, etc. Some directory services are local,
providing service to a restricted context (e.g., the finger service on a single
machine). Other services are global, providing service to a much broader context
(e.g., the entire Internet). Global services are usualy distributed, meaning that the
datathey contain is spread across many machines, al of which cooperate to provide
the directory service. Typically aglobal service defines auniform namespace which
gives the same view of the data no matter where you are in relation to the data itself.

1.2 What is LDAP?

Sapd's model for directory service is based on a globa directory model called
LDAP, which stands for the Lightweight Directory Access Protocol. LDAP is a
directory service protocol that runs over TCP/IP. The nitty-gritty details of LDAP
are defined in RFC 1777 "The Lightweight Directory Access Protocol." This
section gives an overview of LDAP from a user's perspective.

What kind of information can be stored in the directory? The LDAP directory
service model is based on entries. An entry is a collection of attributes that has a
name, cdled a distinguished name (DN). The DN is used to refer to the entry
unambiguously. Each of the entry's attributes has a type and one or more values.
The types are typically mnemonic strings, like"cn" for common name, or "mai | "
for email address. The values depend on what type of attributeit is. For example, a
mai | attribute might contain the value "babs@m ch. edu”. A j pegPhot o
attribute would contain a photograph in binary JPEG/JFIF format.

How is the information arranged? In LDAP, directory entries are arranged in a
hierarchical tree-like sructure that reflects politica, geographic and/or



organizational boundaries. Entries representing countries appear a the top of the
tree. Below them are entries representing states or national organizations. Below
them might be entries representing people, organizationa units, printers,
documents, or just about anything else you can think of. Figure 1 shows an
example LDAP directory tree, which should help make things clear.

TN

c=GB c=US

/\

o=U of M 0=Acme, Inc.
/ mail: info@acme.com
fax: 313 123-4567
cn=Barbara J Jensen
cn: Babs Jensen

cn: Barbara Jensen
mail: babs@umich.edu

Figure 1. An example LDAP directory tree.

In addition, LDAP alowsyou to control which attributes are required and allowed
in an entry through the use of a special attribute caled obj ect cl ass. The values
of theobj ect cl ass attribute determine the schema rules the entry must obey.

How is the information referenced? An entry is referenced by its distinguished
name, which is constructed by taking the name of the entry itself (caled the relative
distinguished name, or RDN) and concatenating the names of its ancestor entries.
For example, the entry for Barbara Jensen in the example above has an RDN of
"cn=Barbara J Jensen" and a DN of "cn=Barbara J Jensen, o0=U
of M c¢=US". The full DN format is described in RFC 1779, "A String
Representation of Distinguished Names."

How is the information accessed? LDAP defines operations for interrogating and
updating the directory. Operations are provided for adding and deleting an entry
from the directory, changing an existing entry, and changing the name of an entry.
Most of the time, though, LDAP s used to search for information in the directory.
The LDAP search operation allows some portion of the directory to be searched for
entries that match some criteria specified by a search filter. Information can be
requested from each entry that matches the criteria.

For example, you might want to search the entire directory subtree below the
University of Michigan for people with the name Barbara Jensen, retrieving the
emal address of each entry found. LDAP lets you do this easily. Or you might
want to search the entries directly below the c=US entry for organizations with the
string "Acme" in their name, and that have a fax number. LDAP lets you do this
too. The next section describes in more detail what you can do with LDAP and how
it might be useful to you.

How is the information protected from unauthorized access? Some directory
services provide no protection, allowing anyone to see the information. LDAP
provides a method for a client to authenticate, or prove its identity to a directory



server, paving the way for rich access control to protect the information the server
contains.

1.3 How does LDAP work?

LDAP directory service is based on a client-server model. One or more LDAP
servers contain the data making up the LDAP directory tree. An LDAP client
connects to an LDAP server and asks it a question. The server responds with the
answer, or with a pointer to where the client can get more information (typicaly,
another LDAP server). No matter which LDAP server a client connects to, it sees
the same view of the directory; a name presented to one LDAP server references the
same entry it would at another LDAP server. Thisis an important feature of aglobal
directory service, like LDAP.

1.4 What is slapd and what can it do?

Sapd is an LDAP directory server that runs on many different UNIX platforms.
You can useit to provide adirectory service of your very own. Your directory can
contain pretty much anything you want to put in it. Y ou can connect it to the global
LDAP directory service, or run a service dl by yourself. Some of slapd's more
interesting features and capabilities include:

Choice of databases: Sapd comes with three different backend databases you
can choose from. They are LDBM, a high-performance disk-based database;
SHELL, a database interface to arbitrary UNIX commands or shell scripts;, and
PASSWD, asimple password file database.

Multiple database instances: Sapd can be configured to serve multiple
databases a the same time. This means that a single dapd server can respond to
requests for many logically different portions of the LDAP tree, using the same or
different backend databases.

Generic database API: If you require even more customization, dapd lets you
write your own backend database easily. Sapd consists of two distinct parts. a
front end that handles protocol communication with LDAP clients; and a backend
that handles database operations. Because these two pieces communicate via a well-
defined C API, you can write your own customized database backend to slapd.

Access control: Sapd provides a rich and powerful access control facility,
allowing you to control access to the information in your database(s). You can
control access to entries based on LDAP authentication information, 1P address,
domain name and other criteria.

Threads: Sapd is threaded for high performance. A single multi-threaded dapd
process handles dl incoming requests, reducing the amount of system overhead
required. Sapd will automatically select the best thread support for your platform.

Replication: Sapd can be configured to maintain replica copies of its database.
This master/dave replication scheme is vita in high-volume environments where a
single dapd just doesn't provide the necessary availability or reliability.



Configuration: Sapd is highly configurable through a single configuration file
which allows you to change just about everything you'd ever want to change.
Configuration options have reasonable defaults, making your job much easier.

Sapd also hasits limitations, of course. It does not currently handle aliases, which
are part of the LDAP model. The main LDBM database backend does not handle
range queries or negation queries very well. These features and more will be
coming in afuture release.

1.5 What about X.5007?

LDAP was originally developed as afront end to X.500, the OS| directory service.
X.500 defines the Directory Access Protocol (DAP) for clients to use when
contacting directory servers. DAP is a heavyweight protocol that runs over a full
OSl stack and requires a significant amount of computing resources to run. LDAP
runs directly over TCP and provides most of the functionality of DAP a a much
lower cost.

Thisuse of LDAP makes it easy to access the X.500 directory, but still requires a
full X.500 service to make data avallable to the many LDAP clients being
developed. Aswith full X.500 DAP clients, afull X.500 server isno small piece of
software to run.

The stand-alone LDAP daemon, or slapd, is meant to remove much of the burden
from the server sidejust as LDAP itself removed much of the burden from clients.
If you are already running an X.500 service and you want to continue to do so, you
can probably stop reading this guide, which is dl about running LDAP via slapd,
without running X.500. If you are not running X.500, want to stop running
X.500, or have no immediate plans to run X.500, read on.

It is possible to replicate data from a dapd directory server to an X.500 DSA,
which alows your organization to make your data available as part of the globa
X.500 directory service on a"read-only" basis. Thisisdiscussed in section 11.6.

Another way to make data in a dapd server available to the X.500 community
would be by using a X.500 DAP to LDAP gateway. At thistime, no such software
has been written (to the best of our knowledge), but hopefully some group will see
fit towrite such a gateway.

1.6 What is slurpd and what can it do?

Surpd is a UNIX daemon that helps dapd provide replicated service. It is
responsible for distributing changes made to the master dapd database out to the
various slapd replicas. It frees dapd from having to worry that some replicas might
be down or unreachable when a change comes through; durpd handles retrying
failed requests automatically. Sapd and durpd communicate through a smple text
filethat is used to log changes.



2. A Quick-Start Guide to Running slapd

This section provides a quick step-by-step guide to building, installing and running
dlapd. It is intended to provide users with a simple and quick way to get started
only. If you intend to run slapd seriously, you should read the rest of this guide.

1. Get the software. Sapd is part of the LDAP distribution, which you can
retrieve using this URL :

ftp://terminator.rs.itd.um ch.edu/ldap/ldap.tar.Z
If you are reading this guide, you have probably already done this.

2. Untar the distribution. Pick a place for the LDAP source to live, cd
there, and untar it. For example:

cd /usr/local/src
zcat ldap.tar.Z | tar xvf -

3. Configure the software. You will have to edit two files to configure
things for your site.

vi Make- conmmon
vi include/l dapconfig. h.edit

Read the comments in Make- conmon and configure things appropriately.
If you have the Berkeley DB package installed, or the GDBM package, you
should set the L DBVBACKEND variable accordingly. Otherwise, the defaults
should be OK to get you started.

In the include/l dapconfig.h.edit file be sure to set the
DEFAULT _BASE and LDAPHOST variables to something appropriate for
your site. Other than that, the defaults should work OK.

4. Make the software. From the top level LDAP source directory, type:

make

Examine the output of thiscommand carefully to ensure everything is made
properly. If this command fails, seek help.

5. Install the software. From the top level LDAP source directory, type:

su
make i nstall

Examine the output of this command carefully to ensure everything is
installed properly.

6. Make a configuration file. Create a file caled nysl apd. conf and
enter the following linesinto it. See Section 5 for more details on thisfile.

referral ldap://ldap.itd.un ch.edu

dat abase | dbm

suf fix "0=<YOUR ORGANI ZATI O\>, c=US"

r oot dn "cn=<YOUR NAME>, 0=<YOUR CORGANI ZATI ON>, c=US
rootpw secret

Be sure to replace “<YOUR ORGANI ZATI ON>* with the name of your
organization and "<YOUR NAME>" with your name. If you are not in the
US, replace “US” with your two-letter country code. The r oot dn and

10



r oot pw lines are only required if later you want to easily add or modify
entriesvia LDAP.

7. Create a database. Thisis atwo-step process. Step A is to create afile

(we'll cal it nyl di f) containing the entries you want your database to
contain. Use the following example asaguide, or see Section 7.3 for more
details.

dn: 0=<YOUR ORGAN ZATI ON>, c=US
0: <YOUR ORGANI ZATI ON\>
obj ectcl ass: organi zation

dn: cn=<YOUR NAME>, 0=<YOUR CORGANI ZATI ON>, c=US
cn: <YOUR NAME>

sn: <YOUR LAST NAME>

mai | : <YOUR EMAI L ADDRESS>

obj ectcl ass: person

Y ou can include additiona entries and attributes in this file if you want, or
add them later viaLDAP.

Step B isto run thisfile through atool to create the dlapd database.
$(ETCDIR) /I di f 2 dom -f nysl apd. conf -i nyldif

Where nysl apd. conf is the configuration file you made in step 6, and
nyl di f isthefile you made in step 7A above. By default, the database
fileswill be created in/ usr/ t np. You may specify an dternate directory
viathedi r ect or y optioninthesl apd. conf file.

8. Start slapd. Because slapd listens on a privileged TCP port number, you
will need to be root to do this.

su
$(ETCDI R) /sl apd -f nysl apd. conf

9. Seeif it works. You can use any LDAP client to do this, but our example
usesthel dapsear ch tool.

| dapsearch -h 127.0.0.1 'objectcl ass=*'

This command will search for and retrieve every entry in the database. Note
the use of single quotes around the filter, which preventsthe “*” from being
interpreted by the shell.

You are now ready to add more entries (e.g., using ldapadd(3) or another LDAP
client), experiment with various configuration options, backend arrangements, etc.
Note that by default, the dapd database grants READ access to everybody. So if
you want to add or modify entries over LDAP, you will have to bind as the
r oot dn specified in the config file (see Section 5.2.2), or change the default
access control (see Section 5.3).

The following sections provide more detailed information on making, installing,
and running slapd.
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3. The Big Picture - Configuration Choices

This section gives a brief overview of various LDAP directory configurations, and
how your LDAP server (either dlapd or Idapd) fitsin with the rest of the world.

3.1 LDAP as a local service only

In this configuration, you run a dapd which provides directory service for your
local domain only. It does not interact with other directory serversin any way. This
configuration is shown in Figure 2.

LDAP

LDAP 1=
client |——p»

' slapd

Figure 2: Local servicevia dapd configuration.

Use this configuration if you are just starting out (it's the one the quick-start guide
makes for you) or if you want to provide alocal service and are not interested in
connecting to the rest of the world. It's easy to upgrade to another configuration
later if you want.

3.2 Local service with X.500 referrals

In this configuration, you run a dapd which provides directory service for your
local domain and an ldapd which provides access to the X.500 world (you don’t
have to run the Idapd yourself — you can just point to somebody else who does and
doesn't mind you pointing to their service). This configuration is shown in

Figure 3.
slapd
LDAV
referral
LDAP
client ‘
LDAN\ DAP
+d— X500
|dapd 1l p=| server

Figure 3: Local serviceviadapd + X.500 referrals configuration
Use this configuration if you want to provide loca service but still want to be

connected to the rest of the X.500 world. Remember, you don’t necessarily have to
be running the Idapd in this picture; you just need to find one you can point to.
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3.3 LDAP as a front end to X.500

In this configuration, you run an X.500 service which provides directory service
for your local domain and gatewaying service to the rest of the X.500 world. LDAP
clients gain access to the directory through an Idapd which runs a your site. This

configuration is shown i

LDAP
client

n Figure 4.

LDAP DAP
- Idapd @———| X.500
——— P ! server

Figure 4: Local service via X.500 and Idapd configuration

Use this configuration if you are aready running an X.500 service. Sapd is not

involved in this configuration, so you can probably stop reading this guide.

3.4 Replicated slapd service

The durpd daemon is used to propagate changes from a master dapd to one or

more slave dlapds. An example master-slave configuration is shown in figure 5.

Replication

mast er

Log
> \

slapd

LDAP
slurpd

LDAP

LDAP
client

Figure 5: Master dapd with two saves replicated with Surpd

This configuration can be used in conjunction with the first two configurations in
gtuations where a single dapd does not provide the required reliability or

availability.
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4. Building and Installing s/lapd & slurpd

Building and installing dapd requires three simple steps. configuring; making; and
installing. The following sections describe each step in detail. If you are reading
this guide, chances are you have aready obtained the software, but just in case,
here’'s where you can get the latest version of the U-M LDAP package, which
includes al of the software discussed in this guide:

ftp://termnator.rs.itd.umch. edu/l dap/ldap.tar.Z
Thereisaso an LDAP homepage accessible from the World Wide Web. This page

contains the latest LDAP news, release announcements, and pointers to other
resources. Y ou can accessit at:

http://ww. um ch. edu/ ~r sug/ | dap/

4.1 Pre-Build Configuration

4.1.1

Before building slapd, be sure to take alook at the README file in the top leve
directory in the distribution so that you are familiar with the genera configuration
and make process.

Briefly, you should edit the i ncl ude/ | dapconfig. h.edit and Make-
conmon files to contain the site-specific configuration your site requires before
making. The next sections discuss these stepsin more detail.

Editing the Make- common file

All of the general Make- common configuration variables (e.g., ETCDI R,
Bl NDI R, etc.) apply to both slapd and slurpd. There are additional Make- conmon
configuration variables that also affect how dapd and durpd are built. They are:

MAKE_SLAPD

This option controls whether dapd and slurpd get built a all. You should
st ittoyes, likethis:

MAKE_SLAPD = yes

SLAPD_BACKENDS

This option controls which dapd backend databases get built. You should
set it to one or more of the following:

- DLDAP_LDBM This is the main backend. It is a high-performance
disk-based database suitable for handling up to a
million entries or so. See the LDBMBACKEND and
LDBMLI B options below.

- DLDAP_PASSWD This is a simple search-only backend that can be
pointed & an /et c/ passwd file. It is intended
more as an example than as area backend.
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- DLDAP_SHELL This backend alows the execution of arbitrary
system administrator-defined commands in response
to LDAP queries. The commands to execute are
defined in the configuration file. See Appendix B for
more information on writing shell backend
programs.

Example to enable the LDBM and SHEL L backends only:

SLAPD_BACKENDS= - DLDAP_LDBM - DLDAP_SHELL

The default isto build all three backends. Note that building a backend only
means that it can be enabled through the configuration file, not that it will
automatically be enabled.

L DBIVBACKEND

This option should only be defined if you have enabled the LDBM backend
as described above. The LDBM backend relies on alow-level hash or B-tree
package for its underlying database. This option selects which package it
will use. The currently supported options in order of preference are:

- DLDBM USE_DBBTREE
This option enables the Berkeley DB package btree
database as the LDBM backend. You can get this
package from

ftp://ftp.cs.berkel ey. edu/ uch/4bsd/ db.tar.zZ

- DLDBM USE DBHASH
This option enables the Berkeley DB package hash
database as the LDBM backend. You can get this
package from

ftp://ftp.cs.berkel ey. edu/ uch/4bsd/ db.tar.zZ

- DLDBM_USE_GDBM _
This option enables GNU dbm as the LDBM
backend. Y ou can get this package from

ftp://prep.ai.mt.edu/ pub/gnu/gdbm1.7.3.tar.gz

- DLDBM_USE_NDBM
This option enables the standard UNIX ndbm(3)
package as the LDBM backend. This package should
come standard on your UNIX system. man ndbm
for details.

Example to enable the Berkeley DB Btree backend:
LDBVBACKEND= - DLDBM USE DBBTREE

The defaultis- DLDBM_USE _NDBM sinceit isthe only one available on Al
UNIX systems. NDBM has some serious limitations, though (not thread-
safe, severe size limits), and you are strongly encouraged to use one of the
other packagesif you can.

NOTES TO SOLARIS USERS: If you are running under Solaris 2.x
and linking in an externa database package (e.g., db or gdbm) it is very
important that you compile the package with the - D_REENTRANT flag. If
you do not, bad things will happen.
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4.1.2

If you are using version 1.85 or earlier of the Berkeley db package, you will
need to apply the patch found in bui |l d/ db. 1. 85. pat ch to the db
source before compiling it. You can do this with a command like this from
the db source area:

patch -p < | dap-source-directory/build/db.1.85.patch

LDBM.I B

This option should only be defined if you have enabled the LDBM backend
as described above, and the necessary library for the LDBMBACKEND option
you chose above is not part of the standard C library (i.e., anything other
than NDBM). This option specifies the library to link containing the
package you selected, and optionally, its location.

Exampletolink with | i bdb. a, containedin/ usr/ | ocal /| i b:
LDBMLI B= -L/usr/local/lib -1db

THREADS

This option is normally set automatically in the Make- pl at f or m file,
based on the platform on which you are building. Y ou do not normally need
to set it. If you want to use a non-default threads package, you can specify
the appropriate - Ddef i ne to enableit here.

THREADSLI B
This option isnormally set automatically in the Make-platform file, based on
the platform on which you are building. Y ou do not normally need to set it.
If you have set THREADS to a non-default threads package as described
above, you can specify the appropriate - Ldirectory flag and
-1 I i bnane flag needed to link the package here.

PHONETI C

This option controls the phonetic agorithm used by dapd when doing
approximate searches. The default is to use the metaphone algorithm. You
can have dapd use the soundex algorithm by setting this variable to
- DSOUNDEX.

Editing the i ncl ude/ | dapconfi g. h file

In addition to setting the LDAPHOST and DEFAULT_BASE defines near the top of
thisfile, there are some dapd-specific defines near the bottom of the file you may
want to change. The defaults should be just fine, unless you have special needs.

SLAPD_DEFAULT_CONFI G-I LE

This define sets the location of the default dapd configuration file.
Normally, itis set to $( ETCDI R) / sl apd. conf , where ETCDI R comes
from Make- common.
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SLAPD_DEFAULT_SI ZELIM T

This define sets the default size limit on the number of entries returned from
a search. This option is configurable via the tailor file, but if you want to
change the default, do it here.

SLAPD_DEFAULT_TI MELIM T

This define sets the default time limit for a search. This option is
configurable via the tailor file, but if you want to change the default, do it
here.

SLAPD_PI DFI LE

This define sets the location of the file to which dapd will write its process
ID when it starts up.

SLAPD_ARGSFI LE

This define sets the location of the file to which dapd will write its argument
vector when it starts up.

SLAPD MONI TOR DN

This define sets the distinguished name used to retrieve monitoring
information from slapd. See section 7 for more details.

SLAPD LDBM M N_MAXI DS

This define is only relevant to the LDBM backend. It sets the minimum
number of entry IDs that an index entry will contain before it becomes an
allIDs entry. See Section 9.1 for more details.

4.2 Making the Software

Onceyou have edited thei ncl ude/ | dapconfi g. h. edi t file and the Make-
conmon file (see the top level READVE file in the distribution), you are ready to
make the software. From the top level LDAP source directory, type

make

Y ou should examine the output of this command carefully to make sure everything
isbuilt correctly. Note that this command builds the LDAP libraries and associated
clientsaswell as dapd and durpd.

Note that the LDAP distribution can support making for multiple platforms from a
single source tree. If you want to do this, consult the | NSTALL file in the top leve
distribution directory.

4.3 Installing the Software

Once the software has been properly configured and successfully made, you are
ready to install it. You will need to have write permission to the instalation
directories you specified in the Make- conmron file. Typically, the installation is
done as root. From the top level LDAP source directory, type

17



make install

Y ou should examine the output of this command carefully to make sure everything
is installed correctly. Sapd, slurpd, and their configuration files, sl apd. conf,
sl apd. at. conf, and sl apd. oc. conf will be ingdled in the ETCDI R
directory you specified in the Make- common file.

This command will ingtall the entire LDAP distribution. If you only want to ingtall
dapd and durpd, you could do something like this:

(cd servers/slapd; nmake install)
(cd servers/slurpd; make install)

NOTE: The ingtallation process instals configuration files as well as binaries.
Existing configuration files are first moved to a name with a dash '-' appended,
e.g., sl apd. conf is moved to sl apd. conf-. If you ingtall things twice,

however, you can lose your existing configuration files.
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5. The slapd Configuration File

Once the software has been built and installed, you are ready to configure it for use
a your site. All dapd runtime configuration is accomplished through the
sl apd. conf file, installed in the ETCDIR directory you specified in the Make-

conmon file. An aternate configuration file can be specified via a command-line
option to dapd or durpd (see Sections5 and 8, respectively). This section
describes the general format of the config file, followed by a detailed description of
each config file option.

5.1 Configuration File Format

The sl apd. conf file consists of a series of global configuration options that
apply to dapd as a whole (including al backends), followed by zero or more
database backend definitions that contain information specific to a backend instance.

Global options can be overridden in a backend (for options that appear more than
once, the last appearance in the sl apd. conf file is used). Blank lines and
comment lines beginning with a ‘# character are ignored. If a line begins with
white space, it is considered a continuation of the previous line. The general format
of sl apd. conf isasfollows:

# comment - these options apply to every dat abase
<gl obal config options>

# first database definition & config options

dat abase <backend 1 type>

<config options specific to backend 1>

# second dat abase definition & config options

dat abase <backend 2 type>

<config options specific to backend 2>

# subsequent database definitions & config options

Configuration line arguments are separated by white space. If an argument contains
white space, the argument should be enclosed in double quotes “like this’. If an
argument contains a double quote or a backslash character *\', the character should
be preceded by a backdash character “\'.

The digtribution contains an example configuration file that will be installed in the
ETCDI R directory. Also provided are sl apd. at . conf, which contains many
commonly used attribute definitions, and sl apd. oc. conf , which contains many
commonly used object class definitions. These files can be i ncl uded from the
slapd configuration file (see below).

5.2 Configuration File Options

This section separates the configuration file options into global and backend-
specific categories, describing each option and its default value (if any), and giving
an example of its use.
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5.2.1 Global Options

Options described in this section apply to al backends, unless specificaly
overridden in a backend definition. Option arguments that should be replaced by
actual text are shown in brackets <>.

access to <what> [ by <who> <accessl evel > ] +

This option grants access (specified by <accesslevel>) to a set of entries
and/or attributes (specified by <what>) by one or more requesters (specified
by <who>). See Section 5.3 on access control for more details and
examples.

attribute <name> [<name2>] { bin | ces | cis | tel | dn}

This option associates a syntax with an attribute name. By default, an
attribute is assumed to have syntax ci s. An optional aternate name can be
given for an attribute. The possible syntaxes and their meanings are

bin binary

ces caseexact string (case must match during comparisons)

cis caseignore string (caseisignored during comparisons)

tel telephone number string (like cis but blanks and dashes ‘-’
are ignored during comparisons)

dn distinguished name

def aul t access { none | conpare | search | read | wite }

This option specifies the default access to grant requesters not matched by
any other access line (see Section 5.3). Note that an access level implies al
lesser access levels (e.g., wite access implies read, search and
conpar e).

Default:
defaul taccess read

i ncl ude <fil ename>

This option specifies that dapd should read additional configuration
information from the given file before continuing with the next line of the
current file. The included file should follow the norma dapd config file
format.

Note: Y ou should be careful when using this option —thereis no small limit
on the number of nested i ncl ude options, and no loop detection is done.

| ogl evel <integer>

This option specifiesthe level at which debugging statements and operation
satistics should be syslogged (currently logged to the syslogd(8)
LOG LOCAL4 facility). You must have compiled dapd with
- DLDAP_DEBUGfor thisto work (except for the two stats levels, which are
aways enabled). Log levels are additive. To display what numbers
correspond to what kind of debugging, invoke dapd with the - ? flag or
consult the table below. The possible valuesfor <i nt eger > are:
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1 trace function calls

2 debug packet handling

4 heavy trace debuggi ng

8 connect i on managenent

16 print out packets sent and received

32 search filter processing

64 configuration file processing

128 access control |ist processing

256 stats | og connections/operations/results
512 stats log entries sent

1024 print comunication with shell backends
2048 print entry parsing debuggi ng

Example:

| ogl evel 255
Thiswill cause lots and lots of debugging information to be syslogged.
Default:

| ogl evel 256

obj ect cl ass <nane>
[ requires <attrs> ]
[ allows <attrs> ]

This option defines the schema rules for the given object class. Used in
conjunction with the schenmacheck option. See Section 5.4 for more
details.

referral <url>
This option specifiesthe referral to pass back when slapd cannot find a loca

database to handle a request.
Example:
referral |dap://ldap.itd.um ch.edu

This will refer non-local queries to the LDAP server a the University of
Michigan. Smart LDAP clients can re-ask their query at that server, but note
that most of these clients are only going to know how to handle smple
LDAP URLSs that contain a host part and optionally a distinguished name
part.

schenmacheck { on| off }

This option turns schema checking on or off. If schema checking is on,
entries added or modified will be checked to ensure they obey the schema
rules implied by their object class(es) as defined by the corresponding
obj ect cl ass option(s). If schema checking is off this check is not done.

Defaullt:
schenacheck of f
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sizelimt <integer>

This option specifies the maximum number of entries to return from a
search operation.

Default:
sizelimt 500

srvtab <fil ename>

This option specifiesthe sr vt ab file in which dapd can find the kerberos
keys necessary for authenticating clients using kerberos. This option is only
meaningful if you are using kerberos authentication, which must be enabled

a compile time by including the appropriate definitions in the Make-
common file.

Default:
srvtab [etc/srvtab

tinelimt <integer>

This option specifies the maximum number of seconds (in red time) dapd
will spend answering a search request. If a request is not finished in this
time, aresult indicating an exceeded timelimit will be returned.

Default:
tinmelimt 3600

5.2.2 General Backend Options

Options in this section only apply to the backend in which they are defined. They
are supported by every type of backend.

dat abase <dat abaset ype>

This option marks the beginning of a new database instance definition.
<dat abaset ype> should be one of | dobm shell, or passwd,
depending on which backend will serve the database.

Example:
dat abase | dbm
This marks the beginning of a new LDBM backend database instance

definition.
| ast nod { on| off }

This option controls whether dapd will automaticaly maintain the
nodi fi ersNane, nodifyTi mestanp, creatorsNane, and
creat eTi mest anp attributes for entries.

Default:
| ast nod of f
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readonly { on | off }

This option puts the database into “read-only” mode. Any attempts to
modify the database will return an “unwilling to perform” error.

Default:
readonly off

replica host =<host name>[ : <port >]
"bi nddn=<DN\>"
bi ndret hod={ sinple | kerberos }
[ credenti al s=<passwor d>]
[ srvtab=<fil ename>]

This option specifies a replication dte for this database. The host =
parameter specifies a host and optionally a port where the dave dapd
instance can be found. Either adomain name or |P address may be used for
<host nane>. If <port > isnot given, the standard LDAP port number
(389) is used.

The bi nddn= parameter gives the DN to bind as for updates to the dave
slapd. It should be a DN which has read/write access to the dave dapd's
database, typicaly given as a“r oot dn” in the dave's config file. It must
also match the updat edn option in the dave slapd's config file. Since
DNs are likely to contain embedded spaces, the entire " bi nddn=<DN>"
string should be enclosed in quotes.

bi ndrret hod is ether si npl e or ker ber os, depending on whether
simple password-based authentication or kerberos authentication is to be
used when connecting to the dave slapd. Simple authentication requires a
valid password be given. Kerberos authentication requires a valid srvtab
file.

The cr edent i al s= parameter, which is only required if using smple
authentication, gives the password for bi nddn on the dave slapd.
The srvt ab= parameter, which is only required if using kerberos,

specifiesthe filename which holds the kerberos key for the dave dlapd. If
omitted, / et ¢/ sr vt ab isused.

See Section 10 for more details on replication.

replogfile <fil enanme>
This option specifies the name of the replication log file to which sapd will
log changes. The replication log is typically written by dapd and read by
slurpd. Normally, this option is only used if slurpd is being used to
replicate the database. However, you can also use it to generate a
transaction log, if dlurpd is not running. In this case, you will need to
periodically truncate the file, since it will grow indefinitely otherwise.

See Section 10 for more details on replication.

r oot dn <dn>

This option specifiesthe DN of an entry that is not subject to access control
or administrative limit restrictions for operations on this database.
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Example:
root dn "cn=Manager, o=U of M c=US"

r oot kr bnane <ker ber osnane>

This option specifies a kerberos name for the DN given above that will
always work, regardless of whether an entry with the given DN exists or
has a krbName attribute. This option is useful when creating a database and
also when using dlurpd to provide replication service (see Section 10).

Example:
r oot kr bnane adm n@m ch. edu

r oot pw <passwor d>

This option specifies a password for the DN given above that will always
work, regardless of whether an entry with the given DN exists or has a
password. This option is useful when creating a database and aso when
using slurpd to provide replication service (see Section 10).

Example:
r oot pw secr et

suffix <dn suffix>

This option specifies the DN suffix of queries that will be passed to this
backend database. Multiple suffix lines can be given, and a least one is
required for each database definition.

Example:
suf fix "o=Uni versity of M chigan, c=US"

QuerieswithaDN endingin“o=Uni versity of M chi gan, c=US"
will be passed to this backend.

Note: when the backend to pass a query to is selected, dapd looks a the
suffix lineg(s) in each database definition in the order they appear in the file.
Thus, if one database suffix isa prefix of another, it must appear after it in
the config file.

updat edn <dn>

Thisoption is only applicable in a dave slapd. It specifies the DN alowed
to make changes to the replica (typicaly, this is the DN durpd binds as
when making changes to the replica).

5.2.3 LDBM Backend-Specific Options

Options in this category only apply to the LDBM backend database. That is, they
must follow a “dat abase | dbni line and come before any other “dat abase”
line.

cachesi ze <integer>

This option specifies the size in entries of the in-memory cache maintained
by the LDBM backend database instance.
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5.2.4

Default;
cachesi ze 1000

dbcachesi ze <i nt eger >

This option specifies the size in bytes of the in-memory cache associated
with each open index file. If not supported by the underlying database
method, this option is ignored without comment. Increasing this number
uses more memory but can cause a dramatic performance increase,
especially during modifies or when building indexes.

Default;
dbcachesi ze 100000

directory <directory>

i ndex

This option specifies the directory where the LDBM files containing the
database and associated indexes live.

Default:
directory /usr/tnp

{<attrlist> | default} [pres,eq, approx, sub, none]

This option specifies the indexes to maintain for the given attribute. If only
an<attrlist>isgiven, al possibleindexes are maintained.

Example:

i ndex cn
i ndex sn,uid eq, sub, appr ox
i ndex def aul t none

This example causes dl indexes to be maintained for the cn attribute;

equality, substring, and approximate indexes for the sn and ui d attributes;
and no indexes for al other attributes.

node <i nt eger >
This option specifies the file protection mode that newly created database
index files should have.
Default:
node 0600
Shell Backend-Specific Options
bi nd <pat hnane>
unbi nd <pat hnane>
sear ch <pat hnane>
conpar e <pat hnane>
nodi fy <pat hnane>
nmodr dn <pat hnane>
add <pat hnane>
del ete <pat hnane>

abandon <pat hnane>
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These options specify the pathname of the command to execute in response
to the given LDAP operation. The command given should understand and
follow the input/output conventions described in Appendix B.

Example:
sear ch /usr/ | ocal / bi n/ search. sh

Note that you need only supply those commands you want the backend to
handle. Operations for which a command is not supplied will be refused
with an “unwilling to perform” error.

5.2.5 Password Backend-Specific Options

Optionsin this category only apply to the PASSWD backend database. That is, they
must follow a “dat abase passwd” line and come before any other
“dat abase” line.

file <fil enane>
This option specifies an alternate passwd file to use.
Defaullt:

file /etc/passwd

5.3 Access Control

5.3.1

Access to dapd entries and attributesis controlled by theaccess configuration file
directive. The genera form of anaccess lineis.

<access directive> ::= access to <what >
[ by <who> <access> ]+
<what> ::= * | [ dn=<regex> ] [ filter=<ldapfilter> ]

attrs=<attrlist> ]

[
<who> ::= * | self | dn=<regex> | addr=<regex>

domai n=<regex> | dnattr=<dn attri bute>
<access> ::= [self]none | [self]conpare | [self]search

| [self]read | [selflwite

where the <what > part selects the entries and/or attributes to which the access
applies, the <who> part specifies which entities are granted access, and the
<access> part specifies the access granted. Multiple <who> <access> pairs
are supported, allowing many entities to be granted different access to the same set
of entries and attributes.

What to control access to

The <what > part of an access specification determines the entries and attributes to
which the access control applies. Entries can be selected in two ways: by a regular
expression matching the entry’ s distinguished name:

dn=<regul ar expressi on>

NOTE: The DN pattern specified should be "normalized”, meaning that there
should be no extra spaces, and commas should be used to separate components. An
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5.3.2

example normalized DN is "cn=Babs Jensen, o=University of
M chi gan, c=US". An example of a non-normaized DN is "cn =Babs
Jensen; o=University of M chigan, c=US".

Or, entries may be selected by afilter matching some attribute(s) in the entry:
filter=<ldap filter>

where <l dap filter>isastring representation of an LDAP search filter, as
described in RFC 1588. The specia entry selector “*” is used to select any entry,
a